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1. Introduction 
There is no doubt about the fact that Information 
technology advancement is a tool for economic 
development, and its impact in the financial and 
banking sector which has permitted customers 
performing desired wireless banking operations over 
the internet is indeed immense. Online banking, also 
known as internet banking, e-banking or virtual 
banking, is an electronic payment system that enables 
customers of a bank or other financial institution to 
conduct a range of financial transactions efficiently 
and speedily through the financial institution's website 
(Frankfield, 2022). With online banking, customers 
are not required to visit a bank branch to complete 
most of their basic banking transactions. (Alamgir, 
2020) confirmed that online banking is a vital instrument 
for delivering banking service to customer and service 
provider in shortest possible time, ensuring affordability 
and usability. 
Customers have an opportunity to monitor their 
accounts closely, allowing them to keep their accounts 
safe to an extent. Around-the-clock access to banking 
information provides early detection of fraudulent 

activity; thereby acting as a guardrail against financial 
damage or loss.  
As a result of the various gains presented by the 
internet, businesses have become more open to 
supporting Internet-powered initiatives such as 
customer care, e-commerce, extranet collaboration 
and web enabled financial transaction such as online 
banking. However, all these services are prone to 
intruders and unauthorized users taking advantage of 
the general accessibility features of the internet 
network to carry out fraudulent acts and perform 
unauthorized financial transaction, victimizing and 
defrauding the internet banking users. Hence the need 
for this study. 
An insight to ascertain the existing security features into 
banks such as First bank of Nigeria, Stanbic IBTC and 
United Bank for Africa (all in Nigeria), revealed that the 
existing applications were unable to stop offline 
credential attacks (Sarjiyus, 2021). Internet insecurity is 
one of the leading issues among online banking 
customer across the world with high level threats, lack 
of trust and fear of loss (Qais, 2021). (Anshita 2020) 
believes we live in an era where data security is of global 
concern due to high rate of information theft and 
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impersonation over the internet, he therefore proposed 
biometric impressions and digital signatures to make 
transaction seamless by bank's customer.  
Cryptography is a technique to make data information in 
disarray to confuse unauthorized persons or attackers 
from accessing the data. Cybersecurity is aimed at 
protecting the ‘good’ parties, who use computer system 
and network legitimately, from damages due to 
misbehaving entities, to whom we usually refer as 
attackers or adversaries), Therefore, introducing 
Cryptography into the conventional authentication and 
authorization mode of the online banking system will be 
a success (Amir, 2022). Also appalls the conventional 
verification and two-factor authentication of plain online 
banking system data, describing them to be inadequate 
for preventing cyber attacks especially in  systems that 
involve finance and therefore recommends a hash-based 
(cryptography) multi-server authentication scheme in 
conjunction with a smart card. 
Although online banking security is continually 
improving but accounts of customers are still 
vulnerable and intrusion has always been a major 
challenge to online banking. Intrusion detection is the 
process of monitoring the events occurring in a 
computer system or network and analyzing them for 
signs of intrusions defined as attempts to compromise 
the confidentiality, integrity, availability, or to bypass 
the security mechanisms of a computer or network has 
been a practice in curbing security threat to online 
banking (Nigel, 2005). Intrusion Detection Systems 
(IDSs) are software or hardware products that 
automate this monitoring and analysis process. 
Intrusion detection allows organizations such as the 
banks to protect their systems from the threats that 
come with increasing network connectivity and 
reliance on information systems. With the high usage 
of Internet in our day today life, security of network 
has become the key foundation to all web applications, 
like online banking, online retail sales, etc.  
(Waleed, 2020) showed that new model of storing user 
password can go a long way in curbing the security 
challenge of internet banking, this work provided a 
deep motivation for our study in hashing content of the 
bank applications and websites. Cryptography is one 
of the major means of protecting information through 
the use of hash codes, so that only those for whom the 
information is intended can read and process it with 
the use of appropriate keys. In computer science, 
cryptography refers to secure information and 
communication techniques derived from 
mathematical concepts and a set of rule-based 
calculations called algorithms, to transform messages 
in ways that are hard to decipher. These deterministic 
algorithms are used for cryptographic key generation, 
digital signing, verification to protect data privacy, 

web browsing on the internet and confidential 
communications such as credit card transactions and 
email. There are numerous cryptographic algorithm 
but this research tends to combine the playfair cypher 
algorithm and the ceaser cipher to ensure optimum 
security. 
 
The aim of this research is to design and implement an 
enhanced FAMG cryptography model for online 
banking system security. The objectives are: 
1.  To formulate an algorithm for the proposed 
ensemble model 
2. To design UML models for the formulated 
algorithm 
3. To translate the model into a program code 
4. To plug the program code in (3) above into a web 
application to test the suitability of the model in a real 
life scenario. 
 
2. Materials and Methods 
 
Adopted Cryptography Algorithm 
 
1. Playfair Cipher: The Playfair cipher was the first 
practical diagraph substitution cipher. The scheme 
was invented in 1854 by Charles Wheatstone but was 
named after Lord Playfair who promoted the use of the 
cipher. In playfair cipher unlike traditional cipher we 
encrypt a pair of alphabets(digraphs) instead of a 
single alphabet. The playfair algorithm consists of 2 
steps: 
Generate the key Square (5×5):  The key square is a 
5×5 grid of alphabets that acts as the key for 
encrypting the plaintext. Each of the 25 alphabets 
must be unique and one letter of the alphabet (usually 
J) is omitted from the table (as the table can hold only 
25 alphabets). If the plaintext contains J, then it is 
replaced by I. The initial alphabets in the key square 
are the unique alphabets of the key in the order in 
which they appear followed by the remaining letters 
of the alphabet in order. 
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Fig 1.0 5x5 square sample 
 

To determine the cipher (encryption) text, 
5. A 5 by 5 key-matrix or key-table is built and 

filled with the letters of alphabets, as shown in 
fig 1.1 above 

6. The first row (left to right) is filled with the 
letters of the given keyword. In this case 
“ATHENS”. If the keyword has duplicate 
letters (if any), they are avoided. It means a 
letter will be considered only once. After that,  

7. The remaining letters in the alphabetical order 
are filled orderly as shown in fig 1.1 above 

Algorithm to encrypt the plain text: The plaintext is 
split into pairs of two letters (digraphs) and the 
following rules is or are applied: 

1. If both the letters are in the same column: 
Take the letter below each one (going back to 
the top if at the bottom). If there is no letter 
below, then the first letter in the column us 
considered. From the generated grid in fig 1.1 
above, “AS” will produce “SG”; “GV” will 
produce “OA”  

2. If both the letters are in the same row: Take 
the letter to the right of each one (going back 
to the leftmost if at the rightmost position). If 
there is no letter to the right, then the first letter 
of the same row is considered as the right 
letter. From the generated matrix in fig 1.1, 
“AT” will produce “TH”; “WZ” will produce 
“XV” and “OP” will produce “PQ” 

3. If neither of the above rules is true: A 
rectangle is formed with the two letters and the 
letters on the horizontal opposite corner of the 
rectangle is taken. In this case, a 3*3 matrix is 
selected from a 5*5 matrix such that pair of 
letters appear in the 3*3 matrix. Since they 
occupy two opposite corners of a square within 
the matrix. The other corner will be a cipher 
for the given digraph. From the generated 
matrix, to encipher “CU”, a 3x3 matrix is 
selected from the 5x5 matric having the letters 
are each end as show in fig 1.2 below 

 

 
Fig 1.2:   5x5 grid containing 3x3 grid for letters “CU” 
Thus, from the figure above, “CU” will produce “FQ” 
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2. Ceaser Cipher: The Caesar Cipher technique is 
one of the earliest and simplest method of encryption 
technique. It’s simply a type of substitution cipher, 
i.e., each letter of a given text is replaced by a letter 
some fixed number of positions down the alphabet. 
For example, with a shift of 1, A would be replaced by 
B, B would become C, and so on. The method is 
apparently named after Julius Caesar, who apparently 

used it to communicate with his officials. Thus to 
cipher a given text we need an integer value, known 
as shift which indicates the number of position each 
letter of the text has been moved down. The 
encryption can be represented using modular 
arithmetic by first transforming the letters into 
numbers, according to the scheme, A = 0, B = 1…, Z 
= 25 as shown in Table 1.1 below.

 

 
Table 1.1 Alphabets and their respective number chart 

 
Encryption of a letter by a shift n can be described mathematically as. 

En (x) = (x + n) mod 26 (encryption phase with shift n) 
Dn(x) = (x + n) mod 26 (decryption with shift n) 

 
From the alphabet and number chart and applying the Ceaser cipher mathematical formula with a shifting key 3; the 
encryption of “ABC” will produce “DEF” as shown in the table 1.2 below 

Plaintext: A → 0 En: (0 + 3) mod 26 =3 Ciphertext: 3 → D 

Plaintext: B → 1 En: (1 + 3) mod 26 =4 Ciphertext: 3 → E 

Plaintext: C → 2 En: (2 + 3) mod 26 =5 Ciphertext: 3 → F 

Table 1.2: Ceaser Cipher for ABC with shift key of 3 
 
Conceptual Framework of FAMG Cryptography Model 

 
Fig 1.2 conceptual framework for FAMG cryptography model 

 
The conceptual framework is one of the representation 
techniques of a set of concepts, systems, layers; 
including their principles, elements, and components. 
Architectural diagrams break down complex systems 
and processes into layers. Conceptual framework for 
the proposed system is represented in fig 1.2 account 
data is processed into a financial information which 

undergoes the first encryption phase of the model 
using playfair cipher algorithm to perform character 
substitution and obtain the first encrypted data. The 
first encrypted data is going to the second phase of the 
encryption of the model where ceaser cipher algorithm 
is used to perform a letter swapping to obtain a more 
sophisticated cipher text. 
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The Proposed FAMG Cryptography Model 

 
Fig 1.3 the proposed FAMG cryptography model 

 
The mark model cryptography merges two 
cryptographic model to get a more sophisticated 
cipher text which is believed that, it will make 
intrusion difficult. The first phase of the encryption 
process make use of the playfair cipher model. This 
phase receives a plan text, generate a 5x5 grid of 
letters which act as the encryption key, break down the 
message into pairs called diagraph. The diagraph 
(pairs of letter) are swapped using the key to generate 
the cipher text for the diagraphs. The process continue 
until all pairs of letter in the play text has been 
encrypted. The encrypted text from phase one is 
passed to the phase two of the encryption model which 
uses ceaser model to create more sophisticated cipher 
text. The input is split into individual letters, an integer 
is generated and letter substitution is performed on all 
the individual letter using the key as the shift length. 
The reverse is the case for decryption, the ceaser 
cipher is used firstly to generate the playfair cipher 
text which is further decrypted using playfair model to 
get the plain text.  
 
 
 
 
 
 
 
 
 
 
 
 
 

Application Flowchart 

 
Fig 1.4 Application flowchart 
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4. Result and discussion 
The proposed model is built with the benefit of an 
object-oriented approach. The system seeks to build a 
computational model to solve intrusion problems 
associated with the online banking system. The flow 
of data in the proposed system is in such a way that 
user can only access the application using web 
browser, login or register as new user to perform 
desire task. The proposed system adopts and integrate 
Playfair cipher algorithm and Ceaser cipher algorithm. 
The playfair algorithm is first use to encrypt banking 

information, generating a Playfair cipher text, the 
playfair cipher text is further encrypted using the 
ceaser algorithm to generate a more sophisticated 
cipher text that will be difficult to decrypt whenever 
intrusion occurs. 
To test and validate the developed model, an online 
banking system was mimicked that will allow 
customer create online banking system information 
linked to mimicked bank account. Fig 1.5 shows the 
mimicked online banking system. 

 

 
Fig 1.5 online banking home page 

 
The online banking homepage in fig 1.5 is the starting point of the mimicked online banking application, it gave a 
brief introduction of the bank and provides navigation links, linking the user to other module within the online 
banking space. 
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Fig 1.6 
 
Fig 1.6 shows a mimicked form of online banking 
users information. Users are to provide the above 
information so as to have a mimicked bank account 
and online banking profile which enables them to 
perform basic banking operation. The FAMG model 

takes on the provided information and perform 
encryption process to obtain a sophisticated cipher 
text that will be stored in the database and can’t not be 
easily read by cryptanalysts. Fig 1.7 below shows shot 
of the saved customer information. 

 

 
Fig 1.7 image showing encryption result of FAMG model 

 
The FAMG model uses the combination of Playfair 
cipher and Ceaser cipher to encrypt the online banking 
information such that only authorized and 
authenticated user with generated key can have the 
information decrypted for human understanding. Fig 

1.7 shows encrypted online banking customer 
information. The model uses the Playfair cipher to 
encrypt the information, the encrypted data is 
encrypted using the Ceaser cipher model to obtain a 
more complicated cipher text. 
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Fig 1.8 authorized user dashboard 

 
The online banking dashboard allow authenticated and authorized user performed financial transaction against their 
account balance. The information show to the customer have been decrypted using the key assigned to them during 
authentication and have been organized to its minimum simplicity. 
 

 
Fig 1.9 SQL injection/penetration 

 
To test the efficiency of the proposed model, and SQL 
injection application was designed. The application 
attempt to retrieve the online banking customers’ 
information through intrusion using SQL injection. 
Fig 1.9 shows the result from the intrusion which is 
human unreadable and encrypted. 
 
5. Conclusion 
Online banking is a kind of banking operation that 
take place over the internet without the customer 
visiting the bank physically. Online banking has been 
employed recently to ease banking stress and control 
crowding in the banking premises. In this research, we 
discover various challenging facing the online 

banking system in which intrusion ranked highest. In 
view of this, we proposed a FAMG cryptography 
model which combines playfair cipher and ceaser 
cipher to produce a complicated cipher text. C# 
programming language is used for mimicking of an 
online banking system where the proposed model was 
implemented. Models have been developed, algorithm 
has been formulated and being translated to machine 
readable code. The efficiency of the model to encrypt 
and decrypt in good time considers it to be good for 
the identified problem and the encryption cannot 
easily be decrypted because it complicated and uses 
more computing power than can be imagined by the 
cryptanalysts. 
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